SPECIAL CATEGORY DATA
MORE THAN JUST A LEGAL TERM

EMMA MARTINS



Personal data which are, by their nature, particularly sensitive in relation
to fundamental rights and freedoms merit specific protection as the
context of their processing could create significant risks to the

fundamental rights and freedoms.

GDPR - Recitals



* Racial, ethnic origin

 Political opinions

* Religious, philosophical beliefs
* Trade Union membership

* Genetic data

* Health data

e Sex life, orientation



(CRIMINAL OFFENCE DATA)




RELIGIOUS,
PHILOSOPHICAL BELIEFS




European data protection laws include the hidden agenda of
discouraging a recurrence of the Nazi efforts to control the
population, and so seek to prevent the reappearance of an oppressive
bureaucracy that might use existing data for nefarious purposes. This
concernis such a vital foundation of current legislation that it is rarely
expressed in formal discussions. This helps to explain the general
European preference for strict licensing systems of data protection.
Thus European legislators have reflected a real fear of Big Brother
based on common experience with the potential destructiveness of
surveillance through record-keeping. None wish to repeat the
experiences endured under the Nazi's during World War 2.

~ Commissioner Flaherty ~
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German women at work
in the offices of the
German Census Bureau

German women at work in the offices of the German
Census Bureau. The board gives directions for
tabulation: the center column instructs that number 3
IS the indicator to be used for Jews. Germany, 19353,

Bildarchiv Preussischer Kulturbesitz
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EXPANDED EDITION

INCLUDES PREVIOUSLY UNPUBLISHED DOCUMENTS AND PICTURES



RACIAL,
ETHNIC ORIGIN
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Iconic image. A lone demonstrator blocks the path of a tank convoy along the Avenue of
Eternal Peace near Tiananmen Square in June 1989.(Getty Images)
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The Politics of Fear in
Eastern Germany




TRADE UNION
MEMBERSHIP




The concept of trade unions

Trade unions began during the

when workers were .
In South Africa workers were treated bad
in most industries and their political nghts
not considered.
Trade unions give workers a voice and
tools to protect their working rights: Starmer put ‘on notice’ by Unite leader
Employers also have rights within the after vote toretain ties with Labour

process and may
General secretary of union says party should not treat
woOr k ers outcome as ‘blank cheque’ as rift remains with leadership

UK politics live - latest updates

How unions still influence the Labour Party
leadership contest

Published: August 8, 2016 10.40am CEST
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Our lowest price of the year: Enter your email 10 uniock $79 Ancestry Service.

Ancestry

Service
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Find out what your
DNA says about you
and your family.

o See how your DNA breaks out across 38808+
regions worldwide with the most
comprehensive ancestry breakdown on the

market

¢ Discover relatives from near and far with our
DNA Relative Finder

o Share reports with family and friends

¢ Learn how vour DNA influences vour facial




23ANDME+ PREMIUM

190+ personalised
genotyping reports with
new reports and
features delivered
throughout the year.

« Cancer Reports

Powered by 23andMe Research

Premsum reports 10 help you learm more about breast
cancer {{females only). prostate cancer (males only),

colorectal cancer (certain ethnicities) and skin cancer
« Pharmacogenetics Reports **

« Health Tracks

Learn more

Breast Cancer

llllllllll

Your genetics are
associated with a
typical likelihood.

8%



PRIVACY

Know that you are in control of
your DNA.

Discovery should never come at the expense of privacy. Your data is
encrypied, protected and under your control. You decide what you want 1o
know and what you want 1o share,

Learn more

Privacy

Your sample is 7~
being stored ’

You have given
consent

You have
opted-in

Opt in and
view relatives



NEWS

Home InDepth Israel-Gaza war | US election Costof Living Warin Ukraine Climate UK World Business

Technology

23andMe: Profiles of 6.9 million
people hacked d

(O 5 December 2023
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The Gift

Home Episodes Podcast

The

s

Without us realising, an enormous DNA database has been created online. But what
happens when online ancestry tests reveal more than you had bargained for?

Show more

Available now

Gift

SERIES 2
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1. Switched - Part 1

Series 2

All available episodes (15 total)
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How Target Iigured Out A
Teen Girl Was Pregnant

Betore Her Father Did

Kashmir Hill Former Staff

Welcome to The Not-So Private Parts where technology & privacy collide

R Feb 16, 2012, 11:02am EST
Updated Aug 11, 2022, 04:17am EDT

(O This article is more than 10 years old.

Every time you go shopping, you

share intimate details about your
consumption patterns with retailers.
And many of those retailers are

studying those details to figure out




HEALTH REPORTING IN THE STATES

Aetna Agrees To Pay $17 Million In HIV Privacy
Breach

JANUARY 17, 2018 - 5:15 PM ET rrom  WHYY
Qrss o
HEARD ON MORNING EDITION

By Elana Gordon

L
P

Ronda Goldfein, attorney and executive director of the AIDS Law Project of Pennsylvania, holds an envelope
that revealed a person's HIV status through the clear window.

Elana Gordon/WHYY
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Location Data Tracks Abortion Clinic Visits. Here’'s What to Know

BY KAREN CULLO | MARCH 15. 2024

About Issues Our Work Take Action Tools Donate Q

Our concerns about the selling and misuse of location data for those seeking

reproductive and gender healthcare are escalating amid a recent wave of cases Discover more.
and incidents demonstrating that the digital trail we leave is being used by Email updates on news, actions, events in your
anti-abortion activists. ares, and more

Emall Address
The good news is some states and tech companies are taking steps to better

Postal Code (optional)

protect location data privacy, including information that endangers people
needing or seeking information about reproductive and gender-affirming AT RRUTI Eries £10 VDY i Srbamistion for
Electronic Frontier Foundation

SUBMIT

healthcare. But we know more must be done—by pharmacies, our email

providers, and lawmakers—to plug gaping holes in location data protection.

Location data is highly sensitive, as it paints a picture of our daily lives—where

- LR . . .. . . e - DR - .



SEXLIFE,
ORIENTATION




Ommwmmmtcwm Than Mumans ot Detecting Sexual Orestation Feom Faclal images | Stasford Graduste School of Business

STANFORD 2 The Experience  The Programs  Faculty & Research

BUSINESS®:

Insights  Alumni  Events Q

Faculty & Research

= In This Section Faculty  Publications  Books  Working Papers  Case Studies

We show that faces contain much more information about sexual orientation than
can be perceived and interpreted by the human brain. We used deep neural
networks to extract features from 35,326 facial images. These features were
entered into a logistic regression aimed at classifying sexual orientation. Given a
single facial image, a classifier could correctly distinguish between gay and
heterosexual men in 81% of cases, and in 74% of cases for women. Human
judges achieved much lower accuracy: 61% for men and 54% for women. The
accuracy of the algorithm increased to 91% and 83%, respectively, given five
facial images per person. Facial features employed by the classifier included both
fixed (e.g., nose shape) and transient facial features (e.g., grooming style).
Consistent with the prenatal hormone theory of sexual orientation, gay men and
women tended to have gender-atypical facial morphology, expression, and
grooming styles. Prediction models aimed at gender alone allowed for detecting
gay males with 57% accuracy and gay females with 58% accuracy. Those
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Ressarch Labs & Initiatives Behavioral Lab DARC

Q Michal Kosinski

 Asscciate Professor,

~ Organizational
Behavior
¥ @michalkosinski »

A Back to top



u g of morders of gay men in Brazh, targeted through dating apoe

= 'ﬁ? OUT NAGAZINE ADVOCATE
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Politics
CRIME »

String of murders of gay men in Brazil,
targeted through dating apps

SIUTTESTOOK OXEATIYVE

At least five have been killed since March, and many more have been victims of armed robberies.

§ ABOUT TOPFICS PICKS AUDIO STORY

READ, DEBATE:

WHICH COUNTRIES
IMPOSE THE DEATH
PENALTY ON GAY
PEOPLE?

Y © 5 & REPUBLISH THIS ARTICLE
am +x

As of 2024, homosexuality is criminalised in 64
countries globally,

Around the world, queer people continue to face discrimination,

violence, harassment and social stigma, While social movements

IN-DEFTH  OPINION NEWS DONATE

ENGAGE.

SEARCH
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NEWS

Home InDepth  Israel-Gazawar US election Cost of Living War in Ukraine | Climate UK ' World | Business

N. Ireland  N. Ireland Politics

PSNI: Major data breach identifies
thousands of officers and civilian g
staff

(3 8 August 2023
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Source: "T-RACES: & the Spaces”, Richard Marciano, David Goldberg, Chien-Yi Hou, [http:/salt.dice.unc.edu/T-RACES] - Nov. 4, 2009
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» Lawfulness, fairness, transparency
* Purpose limitation

e Data minimisation

e Accuracy

« Storage limitation

* Integrity and confidentiality

* Accountability



