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Engage, Educate, Empower
Privacy Risks In Your Supply Chain and Identifying Hidden Vulnerabilities

(not just the technical ones!)

Mark Logsdon - CISO NHS England

Ray Stanton – CISO/CRO/NED & CISO/CRO Redwood Technologies Group



Purpose of our session today

1

Our view of challenges for Information Security & Data Protection in Supply Chains

2

Share recent global trends & perspectives, dynamics

3

4

Share anecdotes and experience(s)

5

Give our top tips & questions to go ‘home’ and ask

6

Have a few laughs, smile and make new friends ☺ 

Give insight into case study of how NHS handles this area
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First a little about Mark

1

Chief Information Security Officer at NHS England. Responsible for 9 CNI systems 

2

Previously held senior, global roles, in the City, Barclays and the Prudential 

3

4
I take great pride in seeing my team grow and develop collectively and as individuals.

5

Formally Royal Navy, (Submarine Service) and Army (missionary work!!) 

6
A member and former chair of the White Hat Ball Committee, raised close to £3m for NSPCC 

Childline 

Leads & creates risk and delivery focussed teams that are diverse. Pragmatic, timely, expert, 

actionable advice.     
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A little about Ray

1

Held/holds roles as NED, Board Advisor, Charity Board founder & fundraiser (White Hat Ball)

2

Nine years in British Armed Forces (Army)

3

4

Married and 24-year-old daughter

5

Previous ISF Advisory Board member, WEF advisory, BoE advisor, among others

6

New golf enthusiast, lapsed rugby player (yes!), health nut, wine collector & cat lover

Held CSO, CiSO, CRO & senior security roles Airbus, BT, National Grid, TDC Group
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Too much 
to do
 Managing stakeholders

 Nail third-party risk

 Manage privacy office

 Respond to legislators & external auditors

 Updating CEO &board

 Budget management

 Input security c o n t e n t  for vendor's contracts

 Make progress on your never-ending identity project

 Deliver your project list

 Communication calendar

 Manage the risk rankings & security roadmaps

 Provide SLDC testing pro toco l  

 Encryption direction

 Provide data handling best practices

 Help with Mergers & Ac quisitions

 Share best practice

 Review logs for fraud & ongoing investigations

 Help with insider threat discovery

 Determine location of sensitive data in the cloud

 Investigate possible infection on legacy system

 Continue pen testing of new business mobile apps

 Help architects understand zero-trust

 Answer security policy emails indiscretions

 Work with recruiters on staffing

 Deliver test plan requirements for new products

 And everything else under the sun…..

Too many 
vendors

Too much 
complexity

Too many 
regulations

The problem we face and see, are challenges everywhere!
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Factors compounding the complex nature of cybersecurity
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WEF Global Cybersecurity Outlook 2025



Cybersecurity is (becoming) increasingly complex
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WEF Global Cybersecurity Outlook 2025



Challenges to organizations posed by cybersecurity threats – top remains supply 

chain risk
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WEF Global Cybersecurity Outlook 2025



Now to Mark and how the NHS England 

deals with this/these challenge(s)
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Third Party Risk Management (TPRM)

Presented by:

Mark Logsdon, Chief Information Security Officer, NHS England



National Cyber 

Services delivered 

by NHSE:

- 24/7 National Cyber 

Monitoring (1.8m 

devices)

- Secure Boundary 

- Bitsight risk 

measurement

- Vulnerability 

Management 

Service

- Cyber Training for 

Boards, and cyber 

training platform for all 

NHS Staff

- Technical Support 

(Backup reviews and 

tech remediation)

- Cyber Assurance 

Service

- Data Security 

Protection Toolkit

- Simulated Phishing 

service

- Cyber Associates 

Network

- Cyber Executive 

Network

- Critical IT 

Vulnerability Alerts

Cyber Operations in NHS England
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“A cyber attack on a supplier of 
pathology services to the NHS in 
south-east London led to the 
postponement of over 10,000 
outpatient appointments and 1,700 
elective procedures at King’s 
College Hospital NHS Foundation 
Trust and Guy’s and St Thomas’ NHS 
Foundation Trust”



14

Top Tip #1 – Know your suppliers

• This can be much harder than it may first sound. Is the list 

up to date?

• Role of security in the procurement process. SbD.

• Do you know what they supply?

• What type of data do they hold

• Contractual – ‘right to audit’, inform of incidents etc
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Top tip #2 – focus on the suppliers that matter

• Categorise your assets. Consistent, repeatable approach
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Tip #3 Integrate the outcomes of 1 & 2

• Once this these crucial steps are 

complete, then one can start to 

embed an effective TPRM 

management programme.

• Work closely with your suppliers. It’s 

a two-way relationship. Work closely 

with their security teams.

• They’re busy too. Consider what you 

are asking. “Do you have CISO?” 

Yes, then what? Where’s the value?
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TPRM

Top tip #4 Look at processes

Once we had all the information 

it typically took us several days 

to analyse it. 

Using AI, Co-pilot, we have 

taken the time down to on 

average 9 minutes.

We can use this saving to do 

other things and to better 

manage our risk. 

Solution we use, Risk Ledger, allows us to have real time interaction with our suppliers and brings together 

information from across various domains, not just security, including artifacts e.g. pen test reports, to reach a risk 

determination.
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TPRM
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For Example, Concentration Risk



• You are helping organisations complete
their fiduciary responsibilities

• They have a dependency on you

• Communicate wide and ASK QUESTIONS

• Be transparent

• Ask yourselves, are we represented 
in every project going on? 

• If not, why not and should we 
be???

• Again ask, is my team/I as close to Infosecurity 

team as we could be, or vice versa…
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In conclusion our top tips 

& takeaways
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Thank You

        @nhsengland

        company/nhsengland

 england.nhs.uk
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