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D A T A / T E C H  E T H I C S

“don’t be a git”

negligent
reckless

exploitative
malicious

anti-social



D A T A / T E C H  E T H I C S



O V E R V I E W



6sm presentation
Please do not copy or 
distribute without 
commercial 
agreement of 
6sm.co.uk

LOOK AFTER YOUR BROOM





COOKIES ? 

6sm presentation
Please do not copy or distribute 
without commercial agreement 
of 6sm.co.uk

A cookie is a small file of letters 
and numbers that is downloaded 
on to your computer when you 
visit a website.

WHAT ? A small file of letters and numbers that is ….

WHERE ? downloaded on to your computer …..

WHEN ? you visit a website.

HOW ?
WHO ?
WHY ?

The Grey Area !



NEGLIGENT

2 Conscious Incompetence

UNAWARE
/ IGNORANT

1 Unconscious 
Incompetence

VIGILENT

3 Conscious 
Competence

Or why Sisyphos is the Patron Saint of Data Protection / Privacy Professionals

ATTENTION ! ACTION ! DIRECTION !

“THREE STAGES OF COMPLIANCE”



COOKIES , C      KIES, C      KEYS  ? 



https://
www.samaritans.org/

how-we-can-help
/if-youre-having-

difficult-time
/i-want-kill-myself/

http://www.samaritans.org/how-we-can-help
http://www.samaritans.org/how-we-can-help


… WE’RE QUACKERS!ELD☺RAD☺



ELD☺RAD☺



ELD☺RAD☺ TAG / PIXEL :  DATA COLLECTION

Webhook



A DATASET is sent to ELD☺RAD☺ 
- using the Code          
- provided by ELD☺RAD☺ 
- Deployed by YOU

- and Configured by YOU
- on YOUR website

YOU 
control the 

collection of 
data points!

ELD☺RAD☺ TAG / PIXEL :  DATA COLLECTION - BASICS

• YOU add Tag to your website.

• Web site visitor interacts with YOUR 
website / Page with Tag/Pixel on. 

ELD☺RAD☺ ServerWEBSITE

Purposes agreed by 
YOU for Processing 

by  ELD☺RAD☺ 

TRANSPORT PAYLOAD

WHAT ?HOW ?WHEN ?

Webhook

WHY ?

     
    

      

DATASET

A Website visitor  is 

observed doing a certain 

thing (events)

- Defined by YOU
- on YOUR website

https://Eldorado/Collection_Bucket/ ?Data values

https://eldorado/Collection


ELD☺RAD☺ TAG / PIXEL :  DATA FLOW BASICS

Web site visitor lands on YOUR 
website / Page with Tag/Pixel on 

     
    

      

Matching 
Process

2) Identify YOUR website user against 
ELD☺RAD☺ profile 
3) Attribute the Event to the ELD☺RAD☺ 
profile of YOUR website user 

Customer Information 
Parameters 

Telemetry
 data 

1) To Enable ELD☺RAD☺ to record event
& allocate it to YOUR website 

Standard HTTP info of web 
request + event specific
Data link sent to ELD☺RAD☺

Server Event 
Parameters 

Data Stored by ELD☺RAD☺ 
/ Used by YOU

5) Provide consolidated 
reporting for YOU – the  
website owner
6) Enable targeted marketing 
via ELD☺RAD☺ 

Data Stored 
/ Used by 

ELD☺RAD☺

7) Enable ELD☺RAD☺ to use Data 
derived from YOUR Events for 
ELD☺RAD☺ Customer 

Link Datapoints
to the observed Event

Custom Data 
Parameters 

4) Link Data points to the ELD☺RAD☺ Profile 
and event 

COOKIE

PURPOSE OF PROCESSINGPAYLOAD

Webhook
https://Eldorado/Collection_Bucket/ ?Data values



ELD☺RAD☺ EVENTS = DATA COLLECTION

Event rules are launched

• As the visitor navigates around your website if various 

actions are observed, then event data is collected. 

• Your Event rules determine when data is collected

WHEN?

Event Automatically triggered... Parameters

page_view

(web)

each time the page loads or the browser history state is 
changed by the active site

Collected by default via enhanced measurement.

• page_location (page URL), 

• page_referrer (previous page URL),

• page_title 

• engagement_time_msec

OutBound click

(web)

each time a user clicks a link that leads away from the current 
domain

• link_classes, 

• link_domain, 

• link_id, 

• link_url, 

• outbound (boolean)

Scrolls

scroll

the first time a user reaches the bottom of each page (i.e., 
when a 90% vertical depth becomes visible)

PAYLOAD

https://support.google.com/analytics/answer/9216061


Site search
view_search_res
ults

each time a user is presented with a search results page, as 
indicated by the presence of a URL query parameter

By default, the event is triggered based on the presence of one 
of the following 5 query parameters in the URL:

• q

• s

• search

• query

• Keyword

• search_term, 

• optionally ‘q_<additional key="">’ 
(where <additional key=""> 
matches an additional query 
parameter you specify to be 
collected under advanced 
settings).

Video 
engagement
- video_start
- video_progress
- video_complete

For YouTube embedded videos that have JS API support 
enabled, the following events are triggered:

- video_start: when the video starts playing

- video_progress: when the video progresses past 10%, 25%, 
50%, and 75% duration time

- video_complete: when the video ends

• video_current_time, 

• video_duration, 

• video_percent, 

• video_provider, 

• video_title, 

• video_url, 

• visible (boolean)

File downloads
file_download

When a user clicks a link leading to a file (with a common file 
extension) of the following types:

• document

• text

• executable

• presentation

• compressed file

• video

• audio

File extensions that match the following regex will trigger the event:

pdf|xlsx?|docx?|txt|rtf|csv|exe|key|pp(s|t|tx)|

7z|pkg|rar|gz|zip|avi|mov|mp4|mpe?g|wmv|midi?|mp3|wav|wma

• file_extension, 

• file_name, 

• link_classes, 

• link_id, 

• link_text, 

• link_url

Form 
interactions

form_start

form_submit

'form_start': the first time a user interacts with a form in a session

'form_submit': when the user submits a form

You can use these two events to see how many users started to fill out 
a form and compare the information to users who submitted the form.

Note: You can only use the parameters in your reports if you create 
custom dimensions for them.

form_start
• form_id: HTML id attribute of the <form> 

DOM element

• form_name: HTML name attribute of the 
<form> DOM element

• form_destination: URL to which the form is 
being submitted

form_submit
• form_id: HTML id attribute of the <form> 

DOM element

• form_name: HTML name attribute of the 
<form> DOM element

• form_destination: URL to which the form is 
being submitted

• form_submit_text: text of the submit 
button, if present

ELD☺RAD☺ EVENTS = DATA COLLECTION WHEN?

Event Automatically triggered... Parameters

page_view

(web)

each time the page loads or the browser history state is 
changed by the active site

Collected by default via enhanced measurement.

• page_location (page URL), 

• page_referrer (previous page URL),

• page_title 

• engagement_time_msec

https://support.google.com/analytics/answer/9216061


RIGHTS OR JUST PRIVILEGE EXTENDED 





TRANSPORT



Rights or Just Privilege extended 

PAYLOAD

TRANSPORT





Rights or Just Privilege extended 

PAYLOAD
TRANSPORT



Rights or Just Privilege extended 

PAYLOAD

TRANSPORT



Rights or Just Privilege extended 

TRANSPORT



PAYLOAD
TRANSPORT



PAYLOAD

TRANSPORT







TRANSPORT





Tag Governance – Why ?



Design 
Optimisation

Advertising
& Marketing

Functionality

Content 
Recommendation 

Social 
Media

Audience
Measurement

To Deliver various functionality code is either built or borrowed 
in snippets of code - TAGS 

Widgets
Fonts 

/ Colours
FormsImages Code Maps

Content 
Hosting 

Payment 
Processing



“3rd Party”

“In House”

PAID FREE

Bought

Built

Borrowed

Leased







“All human beings are born free and equal in dignity 
and rights. 
They are endowed with reason and conscience and 
should act towards one another in a spirit of 
brotherhood.“ - and sisterhood.

Article 1, Universal Declaration of Human Rights

THERE IS NEVER A WRONG TIME …
                                                                              …TO DO THE RIGHT THING



Without Website Tag / Data 
Governance 



Component Inventory

o Inventory and categorise identified Tags by functionality – what they do !

o Confirm owners & renewal cycle

Monitoring

o Establish a process to confirm that only authorised technology is running on your platforms.

o Implement a program of website scanning and monitoring for Tags on a regular and consistent basis.

Vendor Assessments.

o Design & maintain due diligence process 

for any vendors that provide services that 

involve placing code on your website.

o Assess the data collection, use, and 

sharing practices of any SDKs implemented 

in your mobile app..

Contractual Protections

o Data access & use agreements - for Tags,

o Audit and update requirements 

Implement Transparency / 

Consent Management

o Document data collected by 

Tags on your website

o Implement consent management 

technologies that are properly 

configured to

o Align with your consent 

obligations

o R  p c     pl ’  ch  c 

Policies

o Establish Policies for websites 

e.g. cookies / referrer etc

o Agree stance on Signals

Process

o To Deploy Tags / Functionality

o Respond to / Respect choices

Training

o Relevant teams to understand 

Tag / pixel-related issues.

Design, deploy and maintain a program to govern the use of Tags, pixels, cookies, GIFs, 

SDKs and similar technologies on your websites and mobile apps 

1) MANAGE / ESTABLISH

3) MONITOR / ENSURE

2) MAINTAIN / EMBED



ACCOUNTABILITY

36

Once you know and are aware, you are 
responsible for your action and your inaction. 
You can 
• do something about it 
• or ignore it. 

EITHER WAY, YOU ARE STILL RESPONSIBLE

Jean-Paul Sartre



F L A G  T H E  H A Z A R D S



S O U N D  T H E  A L A R M



C L E A N  U P



Melanie Garnett - CEO 

Natalie Bennet - Head of Data Protection Consultancy

6th FEBRUARY 2025

THANK YOU
A N Y  Q U E S T I O N S ?


	Default Section
	Slide 1

	1- Ethics
	Slide 2
	Slide 3

	2- Examples
	Slide 4

	2.1 Intro
	Slide 5
	Slide 6
	Slide 7: Cookies ? 

	2.2 Cognitive Dissonance
	Slide 8: “Three Stages of Compliance”
	Slide 9: Cookies , C      kies, C      keys  ? 
	Slide 10

	2.3 Eldorado
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

	2.3 Cookies - Examples
	Slide 18: Rights or Just Privilege extended 
	Slide 19
	Slide 20: Rights or Just Privilege extended 
	Slide 21: Rights or Just Privilege extended 
	Slide 22
	Slide 23: Rights or Just Privilege extended 
	Slide 24: Rights or Just Privilege extended 
	Slide 25: Rights or Just Privilege extended 
	Slide 26
	Slide 27
	Slide 28
	Slide 29

	Parliament
	Slide 30
	Slide 31

	2.4 Accountability
	Slide 32: Website : Functionality !
	Slide 33: Website Objects – Build Buy or Borrow
	Slide 34: Website Objects - Tags
	Slide 35: Website : A Patchwork quilt of code
	Slide 36: Tags : “Boxes within Boxes"

	2.5 WRAP UP
	Slide 37
	Slide 38: Without Website Tag / Data Governance 
	Slide 39: Don’t let the Technology Tail wag the Data Protection Dog
	Slide 40: ACCOUNTABILITY

	3- SO What ? ROW
	Slide 41
	Slide 42
	Slide 43

	4 - Questions
	Slide 44


