Recommended Reading List

IMPORTANT: Legislation, codes of conduct and guidance are subject to change. Candidates should
ensure they are referring to the most up to date version.

Legislation (can be found at www.legislation.gov.uk)

UK Data Protection Act 2018:
http://www.legislation.gov.uk/ukpga/2018/12/pdfs/ukpga 20180012 en.pdf

Privacy and Electronic Communications (EC Directive) Regulations 2003:
https://www.legislation.gov.uk/uksi/2003/2426/contents/made

EU Regulation 679 General Data Protection Regulation:
http://ec.europa.eu/transparency/regdoc/rep/1/2016/EN/COM-2016-679-F1-EN-MAIN.PDF

The Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit)
Regulations 2019:
https://www.legislation.gov.uk/uksi/2019/419/contents/made

UK ICO Guidance on Al and data protection:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-
intelligence/guidance-on-ai-and-data-protection/

UK ICO Guidance on Al and data protection toolkit:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-
intelligence/guidance-on-ai-and-data-protection/ai-and-data-protection-risk-toolkit/

Other background material

U.K. ICO Guide to Data Protection (GDPR):
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/

U.K. ICO Employment Practices Code:
https://ico.org.uk/media/for-organisations/documents/1064/the employment practices code.pdf

U.K. ICO CCTV Code of Practice (Data Protection Code of Practice for surveillance cameras and
personal information):
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-
surveillance/guidance-on-video-surveillance-including-cctv/

U.K. ICO Guide to the Privacy and Electronic Communications (EC Directive) Regulations (PECR):
https://ico.org.uk/for-organisations/guide-to-pecr/

U.K. ICO “Age Appropriate Design — a code of practice for online services”:
https://ico.org.uk/media/about-the-ico/documents/2618093/code-of-practice-dpa-2018-age-
appropriate-design-code v 2 1.pdf
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European Data Protection Board (EDPB) (Various guidance notes on GDPR):
https://edpb.europa.eu/edpb en

U.K. ICO update report on edtech and real time bidding:
https://ico.org.uk/about-the-ico/whatwe-do/tech-and-innovation/our-work-on-adtech/

Key case law surrounding the concepts of “controller” and “processor” — SWIFT Case:
https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2010/wp169 en.pdf

Key case law surrounding the controller vs. the data subject and the right to erasure:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62012CJ0131

U.K. ICO detailed guidance on subject access requests:
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/right-of-access/

U.K. ICO Overview — Data Protection and the EU:
https://ico.org.uk/for-organisations/dp-at-theend-of-the-transition-period/overview-data-
protection-and-the-eu/#now

U.K. ICO Children:
https://ico.org.uk/for-organisations/guide-to-data-protection/key-dp-themes/children/

U.K. ICO Guide to UK GDPR:
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/
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